OCTOPOXHO: MOWEHHNKNA!

Bam 3BOHAT 13 6aHKa u npocAT COO6LLI,I/ITb nepcoHasibHble AaHHblE NN Mquopmau,mo

® o kapTte/cueTte - BYAbLTE BANTE/IbHbI, 3TO MOTYT BblTb MOLWEHHWKW!

3/10YMBILL/IEHHVKNA C NMOMOLLBI CNeLMabHbIX TEXHOMOMMIA MOTyT cAenaTb Tak, YUTO Ha 3KpaHe Ballero
TenedoHa BbICBETUTCA OpULMaNbHbIA HOMepP HaHka.

OHM MOryT 06paTUTLCA K BaM N0 UMEHU-0TYECTBY U MOMNPOCUTL CEKPeTHbIE CBEAEHUs O KapTe WK cueTe.
Hanpumep, UToGbl OCTAHOBUTbL MOA03PUTESLHYIO OMNepaLuio.
B YUEM OMACHOCTb M YTO AENATL?

Y3HaB HYXHY MH(pOopMaLnio, NPEeCTYNHUK MOXET YKPacTb Balln AeHbIU.

* He rosopute u He BBOoauTe MH-koA4, Tpex3HauHbI KOA4 C 06paTHOl CTOPOHbI KapThbl,
nnn ogHopasoBbIi naponb n3 CMC.

» He HabupaiiTe Ha TenlepOHE HUKAKUX KOMBUHALMIA N HE NepexoauTe No CCbiIKaMm.

e Monoxwute Tpy6Ky. M03BOHUTE B 6aHK N0 OhuLMaIbHOMY HOMEpPY - OH eCTb Ha caiiTe
nnn obpaTHON CTOPOHE KapThbl.

« CawmocTosiTe/lbHO HabepuTe HOMeEp Ha kfaBuaType TenedoHa. He nepesBaHuBaiite
06paTHbIM 3BOHKOM, Bbl MOXETE CHOBA MOMNacTb K MOLUEHHUKaM. \

MPABNINTA PNHAHCOBOM BE3OINMACHOCTMU

3BOHUTE B 6aHK camMu

Habupaiite Homep Bpy4YHyt. TenedoH ropsyein MMHMM ykasaH Ha 06paTHON CTOPOHE KapThbl
N Ha odpnumanbHOM caiTe 6aHka.

Mepe3BaHnBaa Ha HOMepP, C KOTOPOTO Npuwes 3BOHOK NNn coo6u_|,eH|/|e, Bbl pPUCKyeTe CHOBa
nonactb K MOLWEHHUKaM.

CocpepoTtoybTech
Ecnn 6aHK BbIABUT NOAO3PUTENbHYI0 TPaH3akKUM0, OH MPUOCTAHOBUT €€ Ha CPOoK A0 ABYX CYTOK.

Y Bac ecTb 48 4acoB, UT06bl CMOKONHO NPUHATL pelleHne: NOATBEPAUTL UAN OTMEHUTL onepauuto.

He roBopuTE HUKOMY CEKPETHbIE KOAbl

Ecnu Bac y6exaatoT npoguktoBaTh unv BeBect CVC/CW-Kof Ha o6paTHOl CTOpOHE KapThl,
MUH-KoA Uu koapl U3 CMC - 3TO MOLLEHHWKM!

Ha3blBaTb KO40OBOE C/IOBO MOXHO, TO/IbBKO €C/11M Bbl CaMy 3BOHUTE Ha FOPAYYH JINHUIO 6aHka.

Moapo6Hee 0 TOM, Kak 3aWnUTUTLCA OT Kubepkpax
1 dhMHaAHCOBbLIX MOLEHHMKOB, YuTanTe Ha caiiTe fincult.info o \U‘

KoHTakTHbIl LeHTp BaHka Poccun: VHTepHeT-npuemHasa BaHka Poccuu:
LLI| baHk Poccum 8 800 300. 30-00 www. cbr.ru/reception

(ana 6ecnnaTHbIX 3BOHKOB U3 permoHoB Poccun)



LLI baHK Poccun

UTO AEJNIATb, ECJIN C KAPTDBI
YKPAJIA EHbIUA?

© 3ABNOKUPOBATb @® HAIMNUCATb © OBPATUTDLCHA
KAPTY ~ 3ASIBNEHME O HECOITIACUM B MONTULIMIO

C ONEPALIMEN

& W\

* No Homepy TenedgoHa 6aHka 3anaBneHne QomkHo Yem Gonbuie niogen
Ha 6aHKOBCKOW KapTe 6bITb HAaNUCaHo: nogaayT 3asaBNEeHUs,

unu Ha ohuumanbHoOM cante

* Yepes MobunsHoe npunoXxexHune cooﬁmeHug O CNMUcaHum YTO NpecTynHMKos

+ Yepes NUYHbIA KabuHeT Aener b el

Ha Od)MLWIaanOM canTte 6aHKa * Ha MecCTe B oTaeneHuu

« B oTgeneHun 6aHkKa GaHka

KAK OBE3OINACUTb AEHbI'MN HA CHETAX?

HUKOMY HE COOBLLAWTE: KOOOBOE ClIOBO

+ CPOK AENCTBUS KapTbl U TPEX3HaYHbIV KoA Ha3blBaTe TONLKO COTPYAHUKY GaHka,
Ha ee obopoTHon ctopoHe (CVV/CVC) Koraa camyn 3BOHUTE Ha ropsyylo

« NapO/n 1 KoAbl U3 YBEAOM/EHWIA Lgn gl

* IOTUH U Naponb OT OHMaNH-BaHKa

HE NYBNTUKYWUTE

nepcoHanbHble AaHHbIe B OTKPLITOM AOoCTyne BaHk He KOmnencupyer

noTepwn, ecnu Bbl HapyLwnnmn
npasuna 6e3onacHoro

YCTAHOBUTE
MCNONb30BaHUA KapTbl

aHTMBUPYChI Ha BCE YCTPOWCTBA

e %? Moapo6Hee 0 NpaBunax 6e30nNacHoOCTn dunHaHcoBad
“-ﬂi' # yuraiite Ha fincult.info O KYy/bTypa
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baHK Poccunun

L1l octopoxHO:

TEJIEPOHHbIE MOWEHHWKN!

5 NMPN3HAKOB OBMAHA

® HA BAC OABAT

AdbepucTbl Bcerga
TOpONAT, YTOObI

y Bac He 6bIo
BpemeHu Bce 06aymaTb

HA BAC A
BbIXOOATCAMU V

AcbepucTtbl MOTyT
NnpeacTaBUTLCA CyX60i
0e3onacHoOCTK baHKa,
Has10roBOW,
npoKypaTypo
0 TOBOPAT O AEHbLIAX
lNpegnaratoT cnactu
cbepexeHuns, NoNyUnNTb
KOMMeHcaLmo Win BNOXUTLCA
B UHBECTULMOHHbIN NPOEKT

JTio60ol HEOXMAAHHbI
3BOHOK, CMC unim nucbMo —
NMoBOJ HACTOPOXUTLCA :
. 3BOHAT
n3 HGaHka, nonuumm
o MNKU Apyron opraHusaummn?
BT IR il ©occoosum
A ~ YBEOUTECH, IAHHBIE

4YTO 3TO HE MOLWEeHHMUKK!

CwuibHble aMoumu
NpuUTYNAS0T
64MTeNbHOCTb

3M10YMbILLIEHHNKOB
NHTEPEeCYyHT PEKBU3UTDI
KapTbl, NApOSN 1 KoAb!

13 6aHKOBCKMX yBEAOM/IEHNI

HUKOT' AA HWKOMY
HE COOBLWAUTE:

@ BAXKHO!

CoTpyaHuKn 6aHKOB 1 NOMMLMK koAbl 3 CMC

HWKOI JA He cnpawmBatoT TPEX3HaYHbIA KOZ, HA 060POTHO

PEKBU3UTBI KapThl, MAPO/H cTopoHe kapTbl (CW/CVC)
PIN-kop

n3 CMC, nepcoHa/ibHble AaHHble
N He MPOCAT coBepLlaTb
nepeBoApl C BaLlel kKapTbl

naponn/norvHbl K 6GaHKOBCKOMY
MPUIOXKEHWIO N OHNANH-6aHKy

KOZI0BOE C/I0BO
nepcoHasbHble JaHHble

DRETAI0

13 3
-4 Kak 3alWuTUTb CBOM (DUHAHCHI, ®urHaHcoBast
'. Ky/bTypa

untainTe Ha fincult.info




o o baHK Poccum

KAK SALLNTUTDb
CBOU TAOXETbI OT BNPYCOB

BUPYCbI:

* OTKPbIBAKT yAa/IeHHbIA AOCTYN K BalleMy YCTPOWACTBY
* KpaAyT NOTUHbI U NApO/N OT OHN1ANH- U MOBUIBLHOrO 6aHkKa
* NepexBaTbiBalOT CEKPETHbIE KOAbl N3 COOBLLEHNUI

3anoniyymB 3TN faHHble, KNGEPNPECTYNHUKM
MOTYT MOXUTUTb BCE AEHbLIN C BallUX CYETOB /\ #

3aBucaeT, nepesarpyxaeTtcsi Wim oTK/YaeTcs

KAK NOHATD,

UTO YCTPONCTRO 3APAKEHO? Camo 3aBepluaeT paboTy NPUIoXeHwi

[Moka3biBaeT BCN/ibiBaKLLiMe OKHa

TepsieT 06beM NamsTu

Mo3BOHUTE B 6GaHK 1 nonpocute 3ab/0KMpoBaThb A4OCTYN
yToO |ﬂ,EﬂATI:), K OHMaliH- 1 MOBUNIBLHOMY GaHKy 1 BCe KapTbl, KOTOpble
EC/IN HA YCTPOWCTBE BUPYC? NCMoib30BaIN Ha yCTPOlicTBE

O6paTnTecb B CEPBUCHbIV LEEHTP, YTOGbI BbINEUNTb raaxeT

MepeBbINyCTUTE KapTbl, CMEHUTE JIOTUH 1 Naposib
OT OHNaliH-6aHKa 1 3aHOBO YCTaHOBUTE GAHKOBCKOE MPUJIOXEHMNE

icnonb3yinTe aHTUBUPYC U PETYNISIPHO €ro 06HOBAANTE

KAK SAWLWNTUTb y
CTPONCTBO OT BUPYCOB? He nepexoauTte Mo ccbl/ikaMm OT HE3HAKOMLEB, He ycTaHaB/MBainTe
4 ) nporpamMmmsbl Mo UX Npocbbe 1 He UCMONb3YNTe YyXne qneLKm

CkaumBaiite NpuUIOXeHNs TOIbKO U3 NPOBEPEHHbIX UCTOYHMKOB
O6HOBNANTE ONepaLMOHHY CUCTEMY YCTPOCTBA

N36eraiiTe obLegocTynHbIX Wi-Fi-ceTteit

AN

Moapo6Hee O 3almTe ragxeToB ( P , dunHaHcoBas
ynTalite Ha fincult.info u KynbTypa




T Baunk Poccuu

KAK SALLNTUTBCH

OT OHNANH-MOLUEHHNKOB =

UTob6bI o6paTbCAa A0 BallnMX OAHKOBCKUX CUYETOB,
MOLLIEHHMKaAM HY)XXHbl BallX NepcoHas/lbHble AaHHble
N PEKBU3UTBLI KapT

Kakne cxembl NCMONb3YyOT adhepucTbl?

OBELWAKT 30J/10TbIE TOPbI
Onpochkl 3a Bo3HarpaxaeHue, couuanbHble BbiNaaTbl WK CBEPXNPUGLINbHbLIE
MHBECTULMOHHbIE NPOEeKThl. FapaHTus 6bICTPOro o6oralleHns - npusHak obmaHa

3AMAHUVBAIOT HA PACTIPOOAXN

OrpomMHble CKUOKA U HU3KME LeHbl MOryT okasaTbCs MOLLUEHHNYECKOW y]'lOBKOI7I

CMNEKYTIMPYKOT HA TPOMKINX COBbITUAX

Hanpumep, 06bABNSAIOT C60p AeHEr Ha pa3paboTky BakuuH, 06elatoT BepHyThb
[leHbIN 32 OTMEHEHHbIe peiickl WM NpeanaralT No/yuYnTb rocyaapCTBEHHbIe
fortauum

MACKNPYOTCHA

Pa3sbIrpbiBalOT po/fib NPOAABLIOB M NOKynaTesieil Ha NonynsapHbIX caiTax 06bABNEHWI

Kak o6e3onacutb CBOU AeHbIN
B UHTEpHeTe?

1 YcTaHoBMTE aHTUBUPYC U PerynsipHo o6HOBASITE ero

2 3aBeguTe oTAeNbHy0 e6eToBYI0 KapTy ANs niatexei
B MHTEPHETE U KNaguTe Ha Hee HYXHYH CyMMy nepef onsartoi

Bcerga npoBepsiiiTe agpeca a/1eKTPOHHOWM NOYTLI U caiiToB -
OHW MOTYT OT/IMYATLCSA OT OhULMANbHBIX MWL Napoil CMMBOJIOB

4 He nepexofuTe Mo CCbl/IKaM OT HE3HAKOMLEB -
cpasy yaanaite CoOMHUTE/IbHbIE CO0bLEeHNs

HuKoMy He coobLiaiiTe CBOM NepcoHasibHble AaHHble

w3

Moapo6Hee o0 NpaBuiax
A KnbeprurmeHbl
o yntainTe Ha fincult.info

ON



CMC’ /\: S s D
MECCEHKEPDbI, (P@ Bark Poccum

COLCETH KOHTaKTHbIN LeHTp
BaHka Poccun
Bam npuwno CMC o1 6aHka
@ ¢ MHbOpMALME 8 800 300.30-00
: * 0 326/10KIPOBAHHOM M/IaTEXe (becnnatHo Ans 3BOHKOB *'®
nnu KapTe; n3 permoHos Poccunm) r—
HO BbIUTpbILLE;
+ 06 0WKNB04HOM Nepesoje +7 499 300.30-00
Ha Ball GAHKOBCKUI cueT nunm (B COOTBETCTBMM C Tapuhamu
MOGW/IbHBIVA TeNedoH ¢ NPocLOOiA BalLIero oneparopa)
BEPHYTb AEHbIW.
- YTo penaTb? 300
(6ecnnatHoO 419 3BOHKOB
R HE NEPEXOAUTE 1 C MOGU/BbHBIX TENE(OHOB)
MO CCbIJIKE U .
HE NMEPE3BAHBAUTE!
\ Bce npeacraBneHHble HoOMepa ©
MpoBepbTe NMHopMaL Mo, NO3BOHUB AOCTYNHbI AN5 SBOHKOB e
’ KPYrnoCyTOYHO

B 6aHK N0 HOMepy, KOTOPbI yka3aH
Ha Balleli 6aHKOBCKOW KapTe.

@ 3HakoMbIli B coLiceTax ot iig BaHk Poccum .
1 OCTOPOXHO
: WM NEepeBecTy AeHbM | He coBepLUaeT NCXoAALMX .
| MOLLUEHHWKIA!
_ Uro genaT? C yKa3aHHbIX Homeposr .

HE NEPEBOAMUTE
NEHLIM CP£'3)/! HUKOIQA

HE COOBLUAWUTE
Mepe3BoHUTE CBOEMY ) . HE3HAKOMbIM NiogsaMm
3HAKOMOMY, UTO6bI BbIACHUTb fincult.info TPEX3HAYHbINA Koo
cntyauuto, - BO3MOXHO, €ro MOPA Y3HATb MPO AEHbIM BCE HA OBOPOTE KAPTbI, PIN-KOLI

CTpaHuLy B3/IOMasIn.

MU NAPOJIU U3 CMC




TENE®OHHOE
MOWEHHWYECTBO

3BOHAT N3 6aHKa. FoBOpAT 06 yrpose
BalLMM [ileHbram Ha cyeTe 1 NpocAaT
nepeBecTy AeHbr Ha ApYroi cyeT.
CnpaluvBaroT faHHbIe KapTbl.

- YTo penaTb?

'EPA?:Y MONTOXKXNTE TPYBKY -

3TO MOWEHHNKN! U

Mo3BoHUTE No TenedioHy, KOTopbIl
yKasaH Ha Balleii 6aHKOBCKOW KapTe,
COTPYAHVK B6aHKa MPOSICHUT CUTyaLuio.

3BOHAT 1 coobuiatoT
0 BbIUrpbILLax, BbINaarax,
KOMMNeHcaLusax nT.4.

0 &)

- Y7o genaTb?
HE NMEPEOABAWNTE 4
s AOAHHBIE KAPTbI! » -

Ecnu Bo Bpems pasrosopa Bac
NPOCSAT COBEPLUMTL NiaTex - 3T0
MOLLEHHUKN. MonoxunTe TpyoKy
1, YTO6bI He COMHeBaThbCH,
YyTOUYHUTE UHDOPMaLUIO

Ha odomumanbHOM cainTe
opraHusaumum, oT UMeHU

KOTOPOW 3BOHAT.

3BOHAT 1 co0bLA0T, UTO B6N3KNIA
4YenoBekK nonas B 6eay, NpocaT
nepeBecTy AeHbIN.

— YTo genaTb?

MPOACHNTE CUTYALNIO!

CnpocuTe umsi, haMUInN0 3BOHSILLLETO

1 Ha3BaHWe opraHu3auum, KOTopyto

OH npepcTasnseT. Mpekpatute

pasroBop v NO3BOHUTE HGAN3KOMY
yenoBeky. Ecm o3BoHUTLCSA

He yaanocb, caMmm HanguTe TenedioH
opraHusauuu, oT UMeHN KOTOpOIi

6bl1 3BOHOK, U BbISICHUTE, YTO C/Ty4MSI0Ch.

MpeanaratoT B/IOXUTb AE€HbIN
Ha OYEHb BbITOAHbLIX YC/TOBUSIX.

YTo genaTb?

OTKPOWTE CAWNT

www.cbr.ru/finorg

060 Bcex (PMHAHCOBbIX OpraHu3aunsXx,
Yy KOTOPbIX €CTb INLEH3UA

BaHka Poccuun, MOXHO y3HaTb

Ha ero oouuMasIbHOM canTe.

Ha caiTax ¢ 06bsABNeHNMU
(«ABUTO», «KOna» 1 T.N.)
npegnaratoT ToBapbl 1 YCyru
MO 3aHMKEHHbIM LiEHaM.

0

— YT1o penaTb?

HE BHOCWUTE

N NPEAOMNNATY! (
Bo Bpemsi 06LLEeHMS C NPOAABLIOM
He coobLainTe gaHHble 6aHKOBCKOW
KapTbl, He NepexoaunTe No CCblIKaM.
Monb3yiiTeck ycnyroit «be3onacHas

cAenka», kotopasi 4OCTynHa
Ha canlTe ¢ 06bABNEHUAMN.

(£ |

Hy>XHO nepeBecTn AeHbrv Win
KynuTb 6uUneTbl. Ha ogHOM 13 caiiToB
YC/TOBUSI HAMHOTO BbIrOAHee,

UeM Ha 3HaKOMbIX pecypcax.

— YTo genaTb?

d
‘I’IOI'I b3YNTECb TO/IbKO
NS

MPOBEPEHHbLIMU CANTAMUNIA

Be3onacHbIin canT AO/HKEH UMETb
Hagnuck https:// n «3amouek»
B apecHOI1 CTpoke 6paysepa.
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http://www.cbr.ru/finorg

